VISITOR SECURITY GUIDE
This guide is designed for researchers working in disciplines with potential exposure to export controls and other research security concerns when planning to receive visitors from higher risk locations and institutions. In particular, it applies to visitors from embargoed or sanctioned countries and/or those who work in research areas identified by government as more likely to pose national security risks, before, during and after their stay. 
It is designed as a checklist to support departments, labs or research groups to safeguard their facilities, shared servers, data etc. and ensure compliance with export control regulations which may restrict access and use of equipment or software, as well as research activities in some cases. This checklist is guidance only and is not exhaustive but indicates the broad areas to consider when creating a secure research environment for visitors. A colour-coding system is used in the document to give a sense of the level of risk posed by particular situations.
This guidance should be considered alongside the University’s general ‘Guidelines on Visitors’.
1. Visit type
Different types of visits will require different levels of mitigation to address export control risk. As such, first assess what type of visit you have. If it is:
a) A delegation, tour or day visit, without any plans for the visitors to undertake research, consider the general advice and tour advice below. You may also wish to review the full checklist below and take actions where you judge they may be helpful.
b) A longer-term visit and/or one in which access to research facilities is granted to visitors intending to do their own research using Cambridge equipment or as a temporary part of a research group. For such visits consider the checklist in full and what type of supporting visitor agreement might be required. 
2. General Advice
	General Advice – Overview of good practice

	Review whether you work with controlled technology, software or goods (see the Export Control website for guidance).

	If you do work with controlled technology, software or goods, ensure that they are stored securely and are labelled or tagged so that it is clear they are controlled. Preferably store controlled technologies in separate and labelled folders.

	Ensure that all those who have access to controlled technology, software or goods are aware that they are controlled. Encourage lab members to clearly label emails that include controlled technology.

	Ensure that staff working in areas containing controlled technology, goods or software are trained to follow secure visitor practices, such as signing in guests, escorting in private areas, keeping visitor logs and access logs and reporting suspicious behaviour. 

	Ensure that only people who have been cleared have access to controlled software, technology and equipment. Only provide the access that is needed for the visitor to undertake their research. Consider physical security such as electronic, biometric or multifactor access controls. 



For all visitors, irrespective of the purpose or length of their stay, please consider the following questions. If you can answer either of the following questions in the affirmative, please contact researchgovernance@admin.cam.ac.uk prior to the visit.
	Risk Factor
	Relevant?
	Risk mitigation 

	Is the visitor from an institution based in a sanctioned               country? Or affiliated with a sanctioned entity? 
	Y/N
	· If yes, this requires increased due diligence. Seek advice from researchgovernance@admin.cam.ac.uk prior to the visit.


	Is the visitor or their home institution on the US entity list or the Canadian list of Named Research Organisations?
	Y/N
	· If yes, this requires increased due diligence. Seek advice from researchgovernance@admin.cam.ac.uk prior to the visit. 




3. Tour Advice
	Tour Advice

	Consider carefully which parts of the University that visitors need to see. Do they need to visit areas in which they may come into contact with potentially sensitive information or export controlled goods and technologies? If not, consider alternative areas to visit.

	Visitors on tours should be accompanied by a University staff member at all times. 

	Ensure that those working in areas that a tour will visit are aware of the tour so that they can take any mitigating steps necessary.

	Ensure a clean desk policy and avoid display of or open access to sensitive or controlled information.



4. Research Visitors
Part 1: Before the visitor arrives / an invitation is extended
Please consider the risk factors below. Where these are relevant follow the guidance set out under ‘Risk Mitigation’ but please also assess the cumulative risk.  
	
	Risk Factor
	Relevant?
	Risk mitigation 

	1. 
	Is the visitor from an institution based in a arms embargoed country?  

	Y/N
	· If you answer yes to this and also to questions 2 or 3, please contact researchgovernance@admin.cam.ac.uk for further advice and because an export control licence may be required.


	2.
	Are you aware, suspect or have been informed that the visitor’s research activities may potentially be supporting a Weapons of Mass Destruction programme outside the UK?
	Y/N
	· If yes to this and question 1, review whether this visit is too high risk to invite the visitor to your facility. If the visit is to go ahead, enquire with researchgovernance@admin.cam.ac.uk because an export control licence may be required. 

· If you know or suspect that the activities to be undertaken by the visitor in Cambridge will be used to support a Weapons of Mass Destruction Programme outside the UK, contact researchgovernance@admin.cam.ac.uk irrespective of the location of the visitor’s home institution. 


	3.
	Has the visitor a history of collaborations with employees at high-risk organisations or a state military in arms embargoed countries?
	
	· Review the visitor’s research profile on Dimensions and check their recent publications. Have they published regularly with individuals clearly linked to such bodies? Is their work supported by funders with links to such bodies?[footnoteRef:1]  [1:  It is recognised that it will not always be possible to identify high-risk or military-linked organisations. However, a simple online search for information on the partner often provides an indication of potential red flags and advice is available from researchgovernance@admin.cam.ac.uk where needed.] 


· If this visit is to go ahead it will require additional due diligence. 

· If yes to this, enquire with researchgovernance@admin.cam.ac.uk because an export control licence may be required. 


	4. 
	Does the visitor’s research have military or dual-use potential or does it sit within the 17 economic areas which the UK government considers most likely to pose national security risks and/or which are covered under the Academic Technology Approval Scheme?
	Y/N
	· If yes, ensure ATAS clearance has been sought and granted, where required, prior to the visit taking place. If ATAS clearance was refused or is pending, do not collaborate remotely without seeking advice from researchgovernance@admin.cam.ac.uk, as an export control licence may be required. If the research is in an ATAS area but ATAS is not required as an exemption applies, please be aware that this means that the visitor has not been screened and cleared to work in this area by the government.

· The visitor should describe in writing what the purpose of their visit is and what they aim to achieve. It may also be advisable to record what materials and data the visitor will access before the collaboration begins. Update written agreement as project needs evolve. 

· Check whether the visitor will work in Cambridge on or need to access export-controlled material and/or work on research with military potential. If any controls or military potential are identified, consider the mitigations below carefully to avoid the risk of export breaches.

· If an export is a necessary part of the work to be undertaken, contact researchgovernance@admin.cam.ac.uk because an export control licence and/or NSI notification may be required.




	Risk factors to be considered regarding the facility in preparation of visitors
	Relevant?
	Risk mitigation

	Does your facility hold equipment, software or technology which is subject to UK export control legislation?
	Y/N
	· Ensure you know which pieces of equipment, software or technology are subject to UK export control regulations by assessing them through the Consolidated UK export control lists (see the Export Control website for guidance).

· If you do work with controlled technology, software or goods, ensure that it they are stored securely and are labelled or tagged so that it is clear they are controlled. Preferably store controlled technologies in separate and labelled folders.

· Ensure that only those who need access to controlled material have access and ensure that such individuals have received export control training.


	Does your facility hold equipment, software or technology which is subject to US Export Control Regulations? 
	Y/N
	· Ensure you know which pieces of equipment, software or technology are subject to US export control regulations by checking with the manufacturer or seller and/or checking the Commerce Control List, or, in case of military items, software and technology, the United States Munitions List. US export control regulations are extraterritorial and the US enforces them outside its borders. Breaches may also impact US federal funding.

· Refer to and use the University’s US procurement and compliance pack to identify the controls and their restrictions, and put a control plan in place to comply with the regulations. This may limit who can use US origin equipment, software or technology.


· Review whether allowing visitors to use US technology, software or equipment would breach US sanctions. This may especially impact US persons.


	Are areas in which staff work on sensitive or export-controlled research equipment open to other members of the research group?
	Y/N
	· Consider whether access can be controlled.

· Ensure there is a clean desk policy.

· Seek advice, as required, from your local estates and safety teams.





Part 2:  During the visit
The following should be considered to safeguard your facility, staff and students during the visit. Concerning all visitors (high-level delegates and researchers): Be conscious of the potential risks involved in giving tours of your lab or research areas. Ensure that no confidential, sensitive, high-risk and unpublished data is visible or easily accessible. 
	Risk Factor
	Action to be taken

	Will the visitor have access to shared drives and / or password protected digital repositories or folders?  
	· Update access codes and passwords regularly.
· Store data securely. Limit Information Security access to only the data, servers and email that is needed for the visitor to complete the express goal of their visit.

Take advice from your Departmental Computer Officer and review the University’s Cybersecurity guidance. 


	Could the visitor return home during their research visit, attend events abroad, export export-controlled technology / data via email to their colleagues or generate dual-use knowledge or materials to take back during or after their visit?
	Brief the visitor on export control risks (and encourage them to take the online training course) to ensure that they are aware of their responsibilities under UK law – they may need to apply for an export control licence to export the results of data, technology, reports or other tangible or intangible items they produce or develop during their visit.


	Will the visitor have access to areas in which staff work on sensitive or export-controlled research and equipment?
	Limit access of the visitor to areas and data necessary for their own research activities and to complete their defined goals, wherever possible. 




Part 3: After the visit
The following should be considered when the visitor leaves.
	Risk factor
	Action to be taken

	Could the visitor continue to access your data or other facilities remotely after the conclusion of the visit?
	Ensure that passwords are updated regularly and that access is promptly terminated upon the visitor’s departure.  Get in touch with your departmental IT, estates and safety teams, as required, for local support.


	Do you plan joint outputs or future projects? If so, do these involving export-controlled technology, has the visitor returned to a sanctioned or arms embargoed country, or are there WMD or military end use concerns? 
	Make the visitor aware that once they return to their institution an export control licence may be required to work on or finalise joint publications or engage in future collaborations.




